Chilbolton Parish Council

GENERAL DATA PROTECTION REGULATION POLICY

Policy Statement
This Policy describes Chilbolton Parish Council requirements to comply with the General
Data Protection Regulation (GDPR).

Previously the Data Protection Act 1998 was in place to protect the interest of individuals.
The legislation covers both electronic information and manual files the Parish Council holds.

The Parish Council must comply with the six principles when collecting or processing
personal data:

e Personal data must be processed lawfully, fairly and transparently.

e Personal data can only be collected for a specified purpose.

e Personal data must be adequate, relevant and limited to what is necessary for
processing.

e Personal data must be accurate and kept up to date.

e Personal data must be kept in a form such that the data subject can be identified only
as long as is necessary for processing.

e Personal data must be processed in a manner that ensures its security

Scope

This Policy applies to all information which is subject to the GDPR including:
e All personal data which is processed automatically.
e Any personal data held in a manual form in a relevant filing system.
e Personal data held in an accessible record.

Lawful basis for processing
At least one of these must apply whenever the Parish Council process personal data:

e Consent: The individual has given clear consent to process their personal data for a
specific purpose (e.g. for signing up to receiving information)

e Contract: This processing is necessary for a contract with the individual, or
because they have asked the Parish Council to take specific steps before entering
into a contract (e.g. allotment holders, pitch booking or contractual payments.

Rights of an Individual

The GDPR provides the following rights for individuals although it is unlikely that the parish
council will ever have to deal with these:
e The right to be informed: of what information we hold and what we do with it
e The right of access: Individuals can request, in writing to the Data Protection
Officer (DPO), to see all personal data held on them
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e The right to rectification: Individuals are entitled to have their personal data
rectified if it is inaccurate or incomplete without undue delay.

e The right to erase: Individuals have a right to have their personal data erased

e The right to restrict processing: Individuals have a right to restrict processing of
their personal data in defined circumstances. These include where the accuracy of
the data is contested and where the processing is unlawful

e The right to data portability: Data portability allows individuals to obtain and
reuse their personal data for their own purposes across different services. Not really
relevant to the Parish Council

e The right to object: Individuals have the right to object to processing based on
legitimate interests or the performance of a task in the public interest, direct
marketing (including profiling) and processing for purposes of scientific/historical
research and statistics.

Data Handling Advice

Collecting and Using Personal Data

Only collect personal data that is necessary. Nothing should be collected on the grounds
that it might come in useful.

When collecting personal data it is important to ensure that the person who’s data is being
collected is informed of the purpose(s) which the personal data is to be used for and any
other information about how it will be used or shared.

Storing personal data — individual duties

It is the responsibility of everyone who holds personal data that it is used and stored
properly to prevent any unauthorised access.

Disclosing personal data

Where a request for disclosure is made by a third party it is important to ensure that you
have the Data Subject’s written ‘consent’ to the disclosure. There are some exceptions to
this but it is unlikely that these would apply to the Parish Council

Data Subject Access Requests

The GDPR provides Data Subjects with the ‘right’ to find out what information is held by
Publica about themselves on computer and records, including e-mails or paper files.

Data Subjects are entitled to:

be told if any personal data is held about them by the Parish Council;

have the information communicated to them in an intelligible and permanent form;

be told for what purpose(s) the data is processed;

have explained to them how any automated decisions taken about them were made

and if specifically requested the logic involved in making that decision;

e have any reference codes clearly explained to them (where a printout is produced
containing personal data)

e be told the recipients to whom the data may have been disclosed.

Re-adopted March 2025 - Chilbolton Parish Council Page 2



Powers of the Information Commissioner
The following are criminal offences, which could give rise to a fine and/or prison sentence

e The unlawful obtaining of personal data.
e The unlawful selling of personal data.
e The unlawful disclosure of personal data to unauthorised persons.

None of these are likely to ever be applied to the Parish Council. The Information
Commissioner has made it clear that so long as organisations take reasonable steps then
they will not fall foul of the rules. They have also made it clear that it is the big data holders
and data abusers that will be target — which is good news for us who do not want to receive
unwanted e-mails telephone calls.
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GDPR
What is GDPR?

The United Kingdom General Data Protection Regulation (UK-GDPR) is the UK’s data
privacy law that governs the processing of personal data from individuals inside the UK.

The Regulation enhances the rights of individuals whose personal data is processed by an
entity and allows for new changes such as the ‘right to be forgotten’ and ‘right to erasure’.

It also provides for increased accountability and processes to demonstrate compliance. For
example; we are required to disclose what data we are collecting, why we are collecting it,
how long we will keep it and how can individuals access it, correct it or have it deleted.

If we have a data loss or breach we will be required to report the incident to the
Information Commissioners Office within 72 hours and there may be significant fines for
breaches.

How can | find out more?

The personal data we hold as a parish council will consist of: contact lists, waiting lists,
correspondences from people in the parish.

We will be undertaking a review of our current procedures to ensure compliance with the
new Regulations. In the meantime, should you wish to know more about the GDPR, please
visit on the ICO website.

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
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